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Contact details for further information 

 

Rous County Council’s Privacy Contact Officer 
(02) 6623 3800 

council@rous.nsw.gov.au  

www.rous.nsw.gov.au  

PO Box 230, Lismore NSW 2480 
 

 

Information and Privacy Commission 
1800 472 679 

ipcinfo@ipc.nsw.gov.au  

www.ipc.nsw.gov.au  

GPO Box 7011, Sydney NSW 2001 
 

 

New South Wales Civil and Administrative Tribunal 
1300 006 228  Select option 3 for Administrative and Equal 

Opportunity Division enquiries 

13 14 50 Interpreter Service (TIS) 

1300 555 727 National Relay Service 

NSW Civil and Administrative Tribunal Administrative and 
Equal Opportunity divisions 
PO Box K1026, Haymarket NSW 1240  
DX 11539 Sydney Downtown 
 

 

 

 

 CM: D23/29642 Review frequency: 4 years 
Version Purpose and description Date approved by GM 
1.0 Information and Privacy Commission mandated Notification of Data Breach 

Scheme led to the creation of this plan 
21-11-2023 by email  

1.1 Cover page rebranding updated 07-05-2025 
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Definitions 

 

Council Rous County Council 

GIPA Act means the Government Information (Public Access) Act 2009 (NSW) 

HPP means ‘Health Privacy Principle’ 

HRIP Act means the Health Records and Information Privacy Act 2002 (NSW) 

ICT Information Communications Technology 

ICTDRBCP ICT Disaster Response and Business Continuity Plan 

IPC Information and Privacy Commission NSW 

IMBA Information Management Business Analyst 

IPP means ‘Information Protection Principle’ 

LG Act means Local Government Act 1993 (NSW) 

PPIP Act means Privacy and Personal Information Protection Act 1998 (NSW) 

Privacy Code means Privacy Code of Practice for Local Government 

Privacy 
Contact Officer 

(PCO) 

has the meaning contained in Council’s Privacy Management Plan (PMP) 

 

 

 

Related documents 

Privacy Complaint: Internal Review Application Form 

GIPA application form 

Privacy Management policy 

Privacy Management Plan 
 
ICTDRBCP 

Information and ICT – Access and Use procedure 

NSW Information and Privacy Commission: 

• ‘Guide to managing data breaches in accordance with the PPIP Act’ 
• ‘Data Breach Notification to the Privacy Commissioner’ form  

  

https://legislation.nsw.gov.au/view/html/inforce/current/act-2009-052
https://legislation.nsw.gov.au/view/html/inforce/current/act-2002-071
https://legislation.nsw.gov.au/view/html/inforce/current/act-1993-030#statusinformation
https://legislation.nsw.gov.au/view/html/inforce/2021-11-29/act-1998-133?query=VersionDescId%3D%226d6a3cab-9e9f-455b-9569-820df096e322%22+AND+VersionSeriesId%3D%229db20b0b-3941-49ee-ae1c-6899942d1b2b%22+AND+PrintType%3D%22act.reprint%22+AND+Content%3D(%22courts+agency%22)&dQuery=Document+Types%3D%22%3Cspan+class%3D%27dq-highlight%27%3EActs%3C%2Fspan%3E%2C+%3Cspan+class%3D%27dq-highlight%27%3ERegulations%3C%2Fspan%3E%2C+%3Cspan+class%3D%27dq-highlight%27%3EEPIs%3C%2Fspan%3E%22%2C+Search+In%3D%22%3Cspan+class%3D%27dq-highlight%27%3EAll+Content%3C%2Fspan%3E%22%2C+Exact+Phrase%3D%22%3Cspan+class%3D%27dq-highlight%27%3Ecourts+agency%3C%2Fspan%3E%22%2C+Point+In+Time%3D%22%3Cspan+class%3D%27dq-highlight%27%3E29%2F11%2F2021%3C%2Fspan%3E%22#statusinformation
https://www.ipc.nsw.gov.au/sites/default/files/2020-01/Privacy_Code_of_Practice_for_Local_Government_20_December_2019.pdf
https://www.ipc.nsw.gov.au/sites/default/files/2020-09/Form_Privacy_complaint_internal_review_application_form_September_2019.pdf
https://www.rous.nsw.gov.au/page.asp?f=RES-XBD-27-01-73
https://rous.nsw.gov.au/page.asp?f=RES-XRL-37-22-83
https://rous.nsw.gov.au/page.asp?f=RES-BSI-88-41-24
https://workspace.rous.nsw.gov.au/?urilist=1r324293
https://www.ipc.nsw.gov.au/node/2399
https://www.ipc.nsw.gov.au/media/3710
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Introduction 

A. Mandatory Notification of Data Breach Scheme 

Part 6A of the Privacy and Personal Information Protection Act 1998 (NSW) (PPIP Act) establishes 
the NSW Mandatory Notification of Data Breach (MNDB) scheme. 

The MNDB Scheme requires every NSW public sector agency bound by the PPIP Act to notify the 
Privacy Commissioner and affected individuals of eligible data breaches. 

Council is a ‘public sector agency’ as defined in the PPIP Act and is required to prepare and 
publish a Data Breach Policy or Plan (DBP) for managing breaches and notifying affected 
individuals in the event of an eligible data breach of their personal or health information. 

B. What is an ‘eligible data breach’ 

An ‘eligible data breach’ occurs where: 

1. There is an unauthorised access to, or unauthorised disclosure of, personal 
information held by a Council or there is a loss of personal information held by Council in 
circumstances that are likely to result in unauthorised access to, or unauthorised disclosure 
of, the information, and 

2. A reasonable person would conclude that the access or disclosure of the information would 
be likely to result in serious harm to an individual to whom the information relates. 

‘Personal information’ in this document means: 

• information or an opinion about an individual whose identity is apparent or can reasonably 
be ascertained from the information or opinion, as defined in the PPIP Act, and  

• ‘health information,’ as defined in section 6 of the Health Records and Information Privacy 
Act 2002 (HRIP Act). 
 

C. Application 

Data breaches that do not involve personal information or health information, or breaches that are 
not likely to result in serious harm to an individual, do not constitute an ‘eligible data breach’ for the 
purposes of this DBP and the MNDB scheme. 

 



 

Part 1: How we have prepared 

The DBP is an element of a larger 
framework Council has in place to 
preserve and protect its physical and 
digital information assets from 
unauthorised external and internal 
access, as depicted in Figure 1. 
 
The health and effectiveness of this 
framework is the subject of regular 
audits (internal and external), 
testing, and reporting to Council’s 
Audit, Risk and Improvement 
Committee. 

Part 2: How we will respond 

2.1 Our data breach response 

 

2.1.1 Detecting 

As soon as a council employee or official becomes aware that there are reasonable grounds to 
suspect an eligible data breach has occurred, council must: 

• Within 30 days assess whether an eligible data breach has occurred; and 
• Immediately take all reasonable steps to contain the data breach. 

Due to the time sensitive nature of the above requirements, it is essential that council employees 
and/or officials report any reasonable suspicion that a data breach has occurred to the PCO and 
ICT Manager without delay. 
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A data breach occurs when information held by council (digital or hardcopy) is accessed or 
disclosed (intentionally or unintentionally) without authorisation (i.e. the disclosure or access is 
unauthorised).  

Examples may include (but are not limited to): 

 

2.1.2 Assessing 

(a) Assessment to determine whether an eligible data breach has occurred: 
 
The PCO will undertake an assessment, in accordance with the IPC ‘Guidelines on the 
assessment of data breaches under Part 6A of the PPIP Act’, of any suspected data breach/es 
to determine whether an eligible data breach has occurred. 
 
The PCO will be assisted in their assessment by the ICT Manager where a data breach 
involves a cyberattack. 
 
The assessment must be completed within 30 calendar days unless Council’s General 
Manager has approved an extension of time to conduct the assessment in accordance with 
section 59K of the PPIP Act 

(b) Assessment of business impact 
 
The ICT Manager, or their delegate, will assess the impact of the suspected data breach on 
Council operations, including whether the activation of the IRT is required. 
 
This impact assessment will estimate: 
 

• The extent of the impact on IT infrastructure, including computers, networks, 
equipment, and other technology assets. 

• The information assets that may be at risk or have been compromised. 
• The likely duration of the incident, i.e. when it may have begun. 
• The business units affected and the extent of the impact to them. 

https://www.ipc.nsw.gov.au/node/2430
https://www.ipc.nsw.gov.au/node/2430
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• Initial indication of the likely cause of the incident. 

This information will be documented so that a clear time-based understanding of the situation 
as it emerges is available for current use and later review. 

2.1.3 Containing / Mitigating 

Concurrent to the above assessments, Council will take all reasonable steps to contain the data 
breach and mitigate (reduce) any harm that it has or may cause. 

Containment and mitigation activities will be undertaken by Council’s ICT team in the event the 
suspected data breach has or is occurring through an ICT system. 

Containment and mitigation activities for data breaches arising through human error will be 
undertaken by the ICT Manager, or their delegate (e.g., IMBA), the employee who made (or is 
making) the error and their supervisor. 

If the ICT Manager, or their delegate, through their assessment determine that the IRT should be 
activated, the IRT will coordinate and oversee the containment, mitigation and other activities in 
accordance with the ICTDRBC Plan. 

2.1.3 Eradication / Recovery 

Actions to fix the damage caused by a data breach, such as deleting malware, will be aimed at 
eradicating the current cause of the data breach and preventing the incident from reoccurring. Any 
vulnerabilities that have been exploited as part of the data breach will be identified. 

Depending on the type of data breach, eradication may sometimes be unnecessary. In incidents 
where the full extent of the damage cannot be ascertained, or the extent of the damage is large 
enough, expert assistance will be sought to minimise the time to return to normal operations. 

During the recovery stage, systems will be restored back to their pre-incident condition together 
with those changes required to address any vulnerabilities that were exploited as part of the 
incident. This may involve activities such as installing patches, changing passwords, hardening 
servers, and amending procedures. 

2.1.5 Notifying 

If a data breach is assessed as an eligible data breach, the PCO will notify: 

• The Privacy Commissioner immediately using the ‘Data Breach Notification to the Privacy 
Commissioner’ form, and  

• Affected individuals as soon as practicable unless an exemption applies. 

If Council is unable, or it is not reasonably practicable, to directly notify any or all affected 
individuals, the PCO will cause a public data breach notification containing the following 
information to be issued and advertised: 

• What happened, 
• What has been accessed, 
• What the agency is doing, and 
• What an affected individual can do. 

Public data breach notifications will be available within Council’s notification register for a minimum 
of 12 months following the date of publication of the notification. 

Council is not required to notify individuals if one or more of the following exemptions applies: 

https://www.ipc.nsw.gov.au/media/3710
https://www.ipc.nsw.gov.au/media/3710


Rous County Council  |  Data Breach Plan  |  Page 9 of 10 
 

• Where an eligible data breach affects multiple public sector agencies, and another agency 
has undertaken to notify individuals.  

• Where notification would be likely to prejudice an investigation that could lead to the 
prosecution of an offence or proceedings before a court or a tribunal.  

• Where Council has taken mitigation action that successfully prevents serious harm from 
occurring, so that a reasonable person would conclude that the breach is no longer likely to 
result in serious harm to an individual.  

• Where notification would be inconsistent with a secrecy provision in another Act.  
• Where notification would create a serious risk of harm to an individual’s health or safety.  
• Where notification would worsen Council’s cyber security or lead to further breaches.  

The PCO will provide a written notice to the Privacy Commissioner advising of reliance on any 
exemption/s, if applicable, relating to health or safety or cyber security. 

2.2 Roles and responsibilities 

General Manager  

• Receives reports of suspected data breaches 
• Oversees compliance with this DBP and the MNDB Scheme 
• Ensures adequate controls are implemented and maintained at Council to safeguard 

information. 
• Ensures that there are adequate resources for training of Privacy Contact Officers and 

staff.  

Employees, councillors, contractors and service providers 

• Ensure own compliance with information handling and management requirements, 
including preventing the unauthorised disclosure of personal or health information to.  

• Report any instances of known or suspected unauthorised disclosure or unauthorized 
access to information. 

• Ensure appropriate security and access controls are in place to ensure confidentiality of 
information. 

Managers and supervisors 

• In addition to their responsibilities as employees, managers and supervisors are 
responsible for ensuring awareness of, and compliance with, the Privacy policy and 
DBP.  

Privacy Contact Officer 

• Primary contact internally (for employees) and externally (for members of the public and 
the IPC) with respect to privacy and personal information related matters. 

• Receive and assess data breach reports to determine whether an eligible data breach 
has occurred. 

• Notify the Privacy Commissioner and affected individuals as outlined in this DBP and the 
MNDB Scheme. 

ICT Manager 

• Ensuring the DBP is up to date. 
• Communicating changes to the DBP.  
• Perform compliance assurance checks and regular testing of the DBP, ICT controls. 
• Report results on data breach incidents, complaints and other relevant metrics. 
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Governance and Risk 

• Notifies Council’s insurer of data breach. 

ICT Team 

• Responsible for the maintenance and security of Council’s IT and information 
management systems, including ensuring that the security and access controls are 
appropriate, effective and regularly tested. 

• Containment of and recovery from data breaches.  
• Conducts or delegates conduct of business impact assessment in response to a data 

breach. 

Incident Response Team 

• Activates upon request in response to a data breach. 
• Acts in accordance with the ICTDRBCP. 

Part 3: How we will learn and improve 

3.1 Post-incident Activities 

A Lessons Learned Report will be prepared following each data breach and reported to Council’s 
Leadership Team and Audit, Risk and Improvement Committee. This report will cover: 

• The security review, including a root cause analysis of the data breach. 

• The prevention plan to prevent similar incidents in the future. 

• Recommended audits to ensure the prevention plan is implemented. 

• Recommendations for the review of policies and procedures to reflect the lessons 
learned from the review. 

• Recommendations relating to changes to staff selection and training practices; and 

• A review of service delivery partners that were involved in the breach. 

3.2 Review and Testing 

Council has in place an annual program of testing ICT general controls and cyber security 
measures. More information on the testing of these controls can be found in the IT Disaster 
Recovery and Business Continuity Plan. 

Statistics and information relating to eligible data breaches will be reported ARIC quarterly to 
ensure oversight and pattern identification internally. 

3.2 Education and Awareness 

Council employees will receive training on the requirements of the PPIP Act within the first 3 
months of commencing their employment and annually thereafter. Cyber security awareness 
training will also be provided to Council employees regularly. 

 

 

https://workspace.rous.nsw.gov.au/?urilist=1r319335
https://workspace.rous.nsw.gov.au/?urilist=1r319335
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